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ABSTRACT

Civil Aviation is necessarily a critical
infrastructure in any member state of ICAO
Council.With the development of Civil Aviation
infrastructurein the form of modern Airports,
Data and Radar based Air Traffic Control,
modern state of art aircrafts enabled with Wi-Fi
systems, fly-by wire systems etc., enough
opportunities are side by side available to the
hackers to have unauthorized access to the
data which they otherwise are not authorized
to access. There has been tremendous increase
in Cyber-attacks on the Civil Aviation
critical Infrastructure in the recent decades.
This paper seeks to review the literature in
Cyber -security with respect to Civil Aviation
Critical Infrastructure. For this purpose, the
literature available after 2014 has been
collected, analyzed and a systematic review
of literature has been presented.
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1. INTRODUCTION

Cyber Security in aviation has become an
important issue in the recent decades due to
overwhelming dependence on data, which is
susceptible to hacking. Not a single segment of
aviation is untouched from cyber threats, be it
an airline operator, airport operators, ANS
Providers, aircraft manufacturers and MROs
(Maintenance  Repair and  Overhaul
organizations). It is high time that the aviation
cyber security policies and laws be meticulously
followed by all stakeholders in letter and spiritin
order to prevent cyber-attacks on Civil
Aviation. In over last two decades, airport
security have undergone sea change. From
normal check-in to self- check-in kiosks,
electronic flight display boards, Wi-Fi at airport
and in air, in- flight entertainment system etc.
which in turn has created opportunities for the
hackers to enhance cyber-attacks .

Cyber security has recently emerged as a vital

issue in air traffic control systems, the
functionalities of which are seen to rely
quite heavily on
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communications that transpire between the
networked agents situated in such systems
(Heere 2016). Owing to the fact that current
ATC systems have avoided incorporating
mechanisms that are designed specifically
for the protection of the cyber security of such
systems, potential cyber-attacks along the lines
of computer virus, false data injection and GPS
spoofing could pose a serious threat to safety of
such air control systems (Ellis and Mohan 2019).
Systems for air traffic control are vulnerable to
severe attacks via the internet and intrusion-
detection capabilities need to be well
established for the detection of potential cyber
penetrations. Attackers are capable of taking full
advantage of the software vulnerabilities that
are characteristic of commercial IP products for
the purpose of exploiting ATC systems,
something that appears to be quite worrisome in
a situation where nations of the world are faced
with an increasing number of threats from state
or nation sponsored cyber-attacks which, for the
most part are executed with a remarkable degree
of sophistication and finesse (Kim 2015).
Hackers can for instance compromise FAA
computers, and use such computers as channels
for the acquisition of illegal access to
information that is personally identifiable on
employees working in the aviation industry
(Bourgois et al. 2018). Critical network servers
can also be seized control of by hackers, who in
the process of doing so will gain the power that
is required for shutting the servers
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down. An occurrence such as this can seriously
end up disrupting the mission support network.
More often than not, cyber-attacks are capable
of spreading from mission support networks to
national air security networks owing to the
existence of system interconnections (Suciu et al.
2019).

2. OBJECTIVE

The objective of this research paper is to collect,
analyze and review the literature available in the
field of Cyber- Security in the context of Civil
Auviation.

3. LITERATURE REVIEW

The focus of this article is to review literature
pertaining to Cyber-Security in Civil Aviation
comprising of all the segments viz., Airlines,
Airports, Air Traffic Control (ATC), aircraft
manufacturers and Maintenance, Repair &
Overhaul Organizations (MROs). For this
purpose, the literature after 2014 has been
collected, analyzed and a systematic review has
been presented.

A. CYBER SECURITY IN
AVIATION INDUSTRY OF
SUB SAHARAN AFRICA

Lekota and Coetzee (2019) have analyzed
cyber security in the context of the aviation
industry of Sub Saharan African countries. It is
argued by Lekota and Coetzee (2019) that
cyber- attacks have taken place in the aviation
community of Sub Saharan Africa several times
in the years between 2016 and 2018 such as
cyber-attacks for
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financial gain, spying, terrorism and attempts by
hackers for the identification and exploitation of
vulnerabilities. What makes managing cyber-
attacks a challenge for countries in Sub
Saharan Africa, in the view of Lekota and
Coetzee (2019), is the fact that information
security mechanisms and frameworks that are
required for coping with the significant rise in
cyber-attacks are not in any given way,
standardized. Lekota and Coetzee (2019) make
the argument that in order to be ahead of such
evolving cyber-attacks both outside as well as
within the organization, responsibility has to be
shared among aviation industry participants
for securing aviation systems.

B. IMPACT OF NEXT-GEN AIR
TRAFFIC CONTROL ON AVIATION
SECURITY

Weiland and Wei (2018) have evaluated the
impact that the air traffic system of the Next
Generation has on aviation security. Next-Gen
as this is commonly known provides an outlet to
the National Airspace System that operates
digitally in the domain of cyber space. According
to Weiland and Wei (2018) improvements in
air traffic brought about by the Next-Gen
system in addition to the risks associated with
longstanding cyber-attacks in the
information technology industry is something
that has emerged as quite a challenging matter
for air traffic management and the aviation
community since cyber security
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challenges in this respect could impact greatly
the assurance of security and safety that the
Next-Gen system is seen to provide with
regard to air transportation. Technological
shifts that have taken place in the infrastructure
of NAS , right from the conventional radar
based systems to the present day networking
systems is what demands a revision, re-
definition and review of current regulations,
standards and policies as well as norms for the
purpose of reflecting as well as mitigating new
risks. By engaging in an analysis of regulations,
practices, standards, reports, and
recommendations from industry and government,
Weiland and Wei (2018) analyze security
impacts and influences on Next-Gen, in addition
to the risks that are associated with cyber
security regulations and incidents in order to
identify the most efficient and effective control
measures that can be deployed over information
systems in air traffic management, while
providing direction to future research that
can be undertaken in this area.

A review by Government Accountability Office
(GAO) f the United States of America in 2015
found that many points were available to jump
from networked computers to National Airport
(NAS) systems. The review also showed that air
traffic systems were terrible in patch updates and
were not great at detecting network
vulnerabilities and intrusions. All this makes
things really much easier for hackers (Brandom,
2017).
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C. IOT COMPLEXITY AND THE
RISK OF CYBER SECURITY

Horowitz (2018) has discussed the complexity
brought about by the internet of things to
commerce, homes and cities stating that
theincrease in the risk of cyber security threats
is a result of this complexity and further arguing
that if such risks are to be reduced, resilient
cyber-physical systems have to be formed that
are capable of responding to various types of
cyber-attacks or disturbances.

D. CYBER SECURITY,
AVIATION AND THE DEVELOPING
LAW

Wood and Capone (2017) have studied the
inter-relationship between cyber- security and
aviation with special reference to the laws that
are applicable in this respect. Wood and Capone
(2017) define cyber security as a measure that
is undertaken for protection of information
systems from attacks that are unauthorized. It is
the argument of Wood and Capone (2017) that
advancements in technology and the fact that
the internet is becoming all pervasive in nature
have contributed to an increase in the concern
for information security, stating specifically that
there is no industry in the globe that is immune
from or devoid of such concerns. The authors
make use of the term cyber-attack to describe
malicious activities that are directed at
information systems or computers stating that
the combined costs associated with such
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attacks as well as the corresponding defense
measures happen to be quite significant. Wood
and Capone (2017) argue that cyber security
appears to be a greater concern for the aviation
rather than any other industry in the world
largely due to the fact that this is an industry that
depends greatly on internet connectivity and
computer technology. The research provides an
overview of the problem of cyber -security in
civil aviation and discusses the developing law
in this matter that includes a discussion of both
statutory and common law standards and
regulatory activities.

E. AIR TRAFFIC CONTROL
SYSTEMS AND REGULATORY
FRAMEWORKS

Andreades et al. (2017) have studied air traffic
control systems and legacy avionics. The authors
describe the Next- Gen air traffic system in
detail and also draw up a list of potential issues
pertaining to cyber security as well as
associated cyber security incidents and
anecdotes. Andreades et al. (2017) provide an
overview of the regulatory framework as
implemented in the commercial or civil aviation
industry with introduced cyber security solutions
and measures being well summarized by the
authors.

Rusko and Finke (2016) by using speech analysis
designed not only a safe Air Traffic Control
System but procedure to verify the safety of
system.
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Government Accountability Office (GAQO) of
United States said in information security
report of 2015: “The Federal Aviation
Administration (FAA) is taking steps to protect
air traffic control systems from cyber-based and
other threats. Despite such measurements,
some significant security control weaknesses
remain. These vulnerabilities also seriously
threaten the agency’s ability to ensure the safe
and uninterrupted operation of the national
airspace system (NAS). In addition to control
weaknesses or inadequacies, some shortcomings
in border protection controls between less secure
systems and the operational NAS environment
also increase the risks associated with these
weaknesses” (GAO, 2015).

F. CYBER SECURITY,AVIATION
AND ICAO

Abeyratne (2016) has carried out research on
cyber security in the aviation sector with
special reference to ICAO (2016). The research
alludes to the use of a term, “cyber-jacking”
which may be equated with the act of hijacking
an airplane in the domain of cyber security
and through the implementation of cyber
technology. According to Abeyratne (2016),
cyber- jacking can take from both outside a
plane or from its inside. What acts as a catalyst
in such a situation, in the view of Abeyratne
(2016), is the increasing use on the part of
airline passengers of internet connectivity that is
used for playing games or watching videos and
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listening to music on board the aircraft. This
research also makes mention of internet signals
that are routed via existing communications
architecture, a good example in this respect
being ADS-B (Automatic Dependent
Surveillance-Broadcast) or ACARS (Aircraft
Communications Addressing and Reporting
System). Both such systems are information
communication systems as a result of which
both can be vulnerable to cyber-attacks. The
research goes onto state that there have been
one or more than one attacks on computer
systems of commercial airlines, after which
the role that is played by ICAO (International
Civil Auviation Organization), an international
body that plays a leading role in preventing
cyber terrorism from taking place, is elaborated
upon, accompanied by constructive
recommendations on how cyber security can be
suitably enhanced and improved.

G.CYBER SECURITY POLICIES,
CYBER ESPIONAGE IN USA& UK

Stoddart et al. (2016) have studied cyber
security policies as practiced in the USA and
UK. A comparison is made of cyber security
arrangements in both these countries by virtue
of the fact that both countries happen to be
liberal democracies. The research outlines
the supervisory control as well as data
acquisition systems as implemented in the US
and the UK after which UK and US policies with
respect
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to cyber security have been analyzed
in detail. A wider discussion of cyber-
crime and the cyber espionage system
is entered into, with the argument being
made by Stoddart et al. (2016) that
national approaches to breach of CNI
and other aspects of cyber security have
to be internationally concerted while
also acknowledging at the same given
time that the concerns and needs of
civil society and private industry ought
to be taken into consideration.

H. CYBER SECURITY AND
THREAT TO SAFETY CRITICAL
SYSTEMS

Johnson (2016) has analyzed the
growing threat that exists to cyber
security pertaining to safety critical
systems. As argued by Johnson (2016)
common vulnerabilities have been
created as a result of introducing
commercial and off the shelf software
products across aviation, maritime,
power generation infrastructures as well
as rail. Johnson (2016) emphasized the
urgency of moving beyond various
types of high level policies for addressing
the many engineering challenges that
presently threaten cyber security as
applicable with regard to safety critical
systems.

I. AIR & SPACE LAW AND
CYBER SECURITY

Kaiser and Mejia Kaiser (2015) have
studied cyber security with reference
to air and space laws. It is argued by
Kaiser and Mejia Kaiser (2015) that
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cyber security is a term that encompasses
technical measures that require a regulatory
framework for adequate implementation and
that this is a regulation that needs to be
incorporated into laws dealing with air and the
virtual space in timely fashion, at a time when
technology is still in a stage of progress. The
research elaborates on regulatory frameworks
and legal principles that deal with cyber security
in the context of air as well as space law.

J. CYBER SECURITY IN SMART
AIRPORTS

Lykou et al. (2014) have undertaken research on
cyber security in smart airports and have
discussed the controls and measures that are
undertaken here for the purpose of threat
mitigation as well as cyber resilience. The
authors state that airports are the forerunner in
all types of technological innovation owing to
the fact that air travel passengers are
exponentially increasing in number with every
passing year. Consequently, airports are seen to
enhance infrastructure intelligence on a regular
basis, and have been evolving slowly and
steadily as smart facilities for supporting growth,
thereby providing customers with a truly
enjoyable and comfortable not to mention
efficient travel experience. However, it pointed
out by Lykou et al. (2014), that there are new
challenges that aviation must adapt to and deal
with today, such as integrating industrial 10Ts
(internet of things) in all airport
facilities
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accompanied by the increasing use of
computers, smart phone devices, tablets on the
part of employees and passengers. As a result,
it is argued by Lykou et al. (2014) that cyber
security is gradually emerging as a key enabler
when it comes to ensuring passenger safety.
Smart airports are making an effort to provide
customers with optimal services in a manner that
is both sustainable as well as reliable, and this is
achieved by working around domains such as
security, safety, efficiency and growth. The
research undertaken by Lykou et al. (2014)
discusses the implementation rate associated
with cyber security measures as undertaken in
major commercial airports, risk scenario
analysis of malware attacks related to the
internet of things along with actions to mitigate
threats in this respect and it also discusses the
malicious threats that are seen to evolve owing to
the smart devices installed as well as loTs
(internet of things). The aim of the research
undertaken by Lykou et al. (2014) is to ensure
development of robust security governance
and enhancement of operational practices in
smart airports, and this is done by presenting a
comprehensive and systematic analysis of the
types of malicious attacks that are seen to occur
and which are likely to occur in smart airports,
facilitating airport communities to comprehend
such risks and act proactively by engaging in the
implementation of resilience measures and
best practices with regard to cyber security.
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K. AIRCRAFT MANUFACTURERS

Modern aircraft manufacturers have enabled
aircrafts with latest technologies, Wi-Fi
system, Fly-by-wire system etc. to reduce
weight, enhance passenger comfort and reduce
cost which in turn induces a lot of cyber-
security risks by introducing data to the hackers
through malicious code, BOTS/ BOTNETS etc.

Airbus industry, one of the biggest commercial
aircraft manufacturers, on an average is hit by at
least 12 cyber- attacks per year, mostly in the
form of ransom ware.

Stander & Ophoff (2016) proposes steps that
aircraft manufacturers initiated to avoid
occurrence of cyber- security incidents in regard
to an aircraft.

L. MAINTENANCE REPAIR AND
OVERHAUL ORGANIZATIONS
(MROS)

According to Higgins (2017), the Department
of Homeland Security of United States of
America identifies the following areas of
aviation as susceptible to Cyber-attacks, viz.,

»  Air traffic control
*  Global positioning systems

. Information
infrastructure

technology

. Operations

. Maintenance, and other unknown threats
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. Wireless networks

Costanza & Prentice (2018) found that MROs
are susceptible to cyber-attacks through supply
chain a owing to global reach, lack of
international standardization in cyber-security,
round- the-clock operations and most
importantly its own unpreparedness.

Costanza & Prentice (2018) put forward through
Oliver Wyman’s MRO Survey that only 41% of
airlines, 9% of MROs and 50% of OEMs, have
supply chain security standards.

Anton (2017) observed that MROs are prone to
attacks in software installations during lifecycle
of an airplane’s by airlines, MROs andOEMs,
and in digital data throughACARS (aircraft
communication, addressing, and reporting
system) data and maintenance data.

4. GAPS IN THE LITERATURE
REVIEWED

While the literature that has been reviewed
above points to cyber security policies and
control measures as deployed in various
countries of the world with respect to the
aviation industry in general and the air traffic
control system in particular, and talks about the
mitigation techniques that need to be deployed in
order to suitably control and combat the threat
of cyber security in aviation, little mention is made
of the type of laws and legal frameworks that
can be utilized for this purpose (Simmons
2017). New
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research must therefore be conducted on the
impact that laws pertaining to cyber security can
have on aviation operations (Lykou et al. 2019).

V. RESULT AND CONCLUSION

Cyber-attacks on the critical infrastructure
have recent origin due to over dependence on
data. The literature that has been reviewed
pertains to almost all the segments of Civil
Aviation. The reviewed literature points to
Cyber- Security policies and control measures
as deployed in the member states of ICAO,
There is a shortfall in the implementation of
Cyber- security policies uniformly owing to
disparity in resources, inapt security measures
and inadequate infrastructure.  New
Research may be conducted on the impact of
laws on Civil Aviation Operations as well as a
comparative study between the nations with
developed infrastructure as well as Cyber
security polices and the developing
nations may be conducted.Further research
may be conducted in one specialized segment of
Civil Aviation viz, Airline, Airport or Air Traffic
Control and the positive, negative or neutral
impact of cyber security laws on that sector may
be analyzed.
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