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Abstract- This project aims to explore the fundamentals of 

kernel development for an operating system. By embarking on 

this project, we gained a deeper understanding of operating 

systems concepts, low-level programming, and computer 

architecture. The project focuses on implementing key kernel 

functionalities. This involves designing data structures, 

algorithms, and system call interfaces. Proper documentation of 

the project's design decisions, implementation details, and lessons 

learned is crucial. We have created comprehensive 

documentation and prepare a presentation to share our insights 

and experiences with others. At the end of this project, we have 

developed a basic kernel for an operating system with essential 

functionalities. The project's documentation and presentation 

serve as valuable resources for future reference and sharing 

knowledge with others interested in kernel development. 
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I INTRODUCTION 

The kernel is the core component responsible for managing 

hardware resources, providing system services, and facilitating 

communication between software and hardware.  

We delve into the principles and concepts underlying 

operating systems, such as process management, memory 

management, file systems, and device drivers. Kernel 

development requires expertise in low-level programming 

languages such as C and assembly. To develop a kernel, we 

need to comprehend the underlying computer architecture. 

This project will provide an opportunity to explore processor-

specific features, memory organization, interrupt handling, 

and other architectural aspects crucial to kernel development.  

Testing and debugging are critical aspects of kernel 

development. We have employed various techniques and tools 

to ensure the stability, performance, and correctness of the 

kernel code. This may involve using debuggers, emulators, 

and writing test cases to validate the implemented 

functionality. 

II OPERATING SYSTEM 

Operating system is a low-level and most important system 

software that acts as an interface between the user and the 

computer hardware. It is a program that is initially loaded into 

the computer by a boot program and then it controls the 

execution and management of all other system programs and 

resources respectively. The system programs make use of 

operating system by making requests for services through a 

defined Application Program Interface (API). The users 

interact with the operating system through a user interface 

such as Command-line Interface (CLI) or a Graphical User 

Interface (GUI).[5] 

 

 

 

 

 

 

 

 

Fig-1 Operating System  

III ARCHITECTURE OF OPERATING 

SYSTEM  

An operating system comprises of four fundamental elements 

which are discussed in detail below:[6,7] 

Application 

The term "application" refers to the programme that a user 

makes use of to operate their operating system. a few 

examples of applications include Slack, the Sublime Text 

editor, and others. 
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Shell 

It is an interface that helps the user to communicate with the 

operating system by typing commands or executing scripts. 

The operating system provides users process management, 

memory management, and file systems, among others. 

Kernel  

The operating system's kernel is the most important and core 

component which handles the resource management by 

providing application processes the required I/O, CPU, and 

memory via system calls and inter-process communication 

techniques. It is also responsible for ensuring that the system 

is stable and secure. 

Hardware  

The hardware refers to the physical parts of a digital computer. 

The components encompassed within it consist of memory, 

CPU, Arithmetic Logic Unit (ALU) etc. 

IV MODES IN OPERATING SYSTEM 

In an operating system, user mode and kernel mode are two 

distinct execution states that determine the level of privileges 

and access rights available to a program or process.  

User Mode 

User mode is the execution state in which most applications or 

user-level processes run. Programs running in user mode have 

restricted privileges and access to system resources. They 

cannot directly access hardware or perform privileged 

operations. In user mode, processes can execute instructions, 

access their own memory space, and perform basic operations 

like reading from or writing to files. This separation ensures 

that a malfunctioning or malicious program cannot disrupt the 

stability or security of the entire system. 

Kernel Mode 

Kernel mode is the execution state in which the operating 

system's kernel operates. Kernel mode allows the operating 

system to perform critical operations, manage hardware 

resources, control processes, and enforce security policies.  

The transition from user mode to kernel mode is a controlled 

mechanism, and only trusted and privileged code can execute 

in kernel mode. This ensures that the kernel remains protected 

from arbitrary or unauthorized access. It helps maintain 

system integrity, protects against unauthorized access, and 

facilitates controlled access to system resources through 

system calls. 

V SYSTEM CALL 

A system call is a mechanism provided by the operating 

system that allows user-level processes or programs to request 

services from the kernel, which is the core component of the 

operating system. It acts as an interface between the user-level 

applications and the operating system and is the only way to 

enter in kernel mode. 

VI KERNEL ARCHITECTURE 

There are three types of kernel architecture which are 

discussed as the following. 

 

Monolithic Kernel  

In a monolithic kernel, kernel services and user services are 

carried out in the same memory region. However, because 

identical address locations are utilised by the same address 

processes, the monolithic kernel has a propensity to produce 

more defects and failures. Identical address increases the size 

of the kernel which further increases the size of the operating 

system. Also, monolithic features must be completely 

rewritten, making the process of adding or removing them 

more laborious.[3] 

 

 

 

 

 

 

 

 

Fig-2 Architecture of Monolithic kernel 

Microkernel 

A microkernel is distinct from a conventional kernel or 

Monolithic Kernel. This uses separate address spaces for user 

space and kernel space to implement user services and kernel 

services. As it utilises separate locations for the two services 

and performs minimal operations, the size of the microkernel 

is less, which also results in a smaller size of OS. The compact 

nature of the kernel contributes to enhancing the stability and 

security of the operating system.  

In comparison to monolithic kernels, microkernels are simpler 

to administer and maintain. However, if there are more system 

calls and context switches, the system's performance may 

suffer due to its slowness.[8] 
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Fig-3 Architecture of Microkernel 

Hybrid Kernel 

Monolithic and Microkernels are combined to create hybrid 

kernels, which are also referred to as modular kernels. It 

makes use of the modular structure of microkernels and the 

speed of monolithic kernels. Hybrid kernels are widely used in 

commercial operating systems. This type of kernel in addition 

to processing processes similar to microkernel also operates 

the device drivers and the application IPC in kernel 

mode.[3,8] 

 

 

 

 

 

 

                                     Fig-4 Architecture of Hybrid kernel 

VII BOOT LOADER 

The operating system of a digital system is loaded into the 

main memory with the aid of a program which is known as a 

boot loader. It is also referred as boot manager. When a digital 

system is started or restarted some tasks are initially 

performed by the Basic Input/Output System (BIOS) then it 

directs the administration to the Master Boot Record (MBR). 

The boot loader is present in the MBR. The majority of brand-

new computers come pre-loaded with boot loaders for either a 

Mac OS or a version of Microsoft Windows. An exclusive 

boot loader must be installed on a computer before it can be 

used with Linux. 

Working of a Boot Loader  

When we push the system's power button, the hardware is 

initialised, and we may view several bits of information about 

the hardware. The system's primary memory won't contain any 

data since it is volatile. The first set of instructions, known as 

the BIOS, are retrieved from ROM (Read Only Memory), a 

non-volatile memory, to begin the execution. 

A little programme called BIOS searches the system for 

bootable media including CDs, floppy discs, and hard drives. 
After locating the bootable device, the bootloader's Master 

Boot Record (MBR) is sought after by the BIOS. If the MBR 

is discovered, BIOS will launch the bootloader that is stored 

there. The bootloader now takes over the CPU and loads the 

operating system into our machine's main memory. After 

being loaded into main memory, the operating system takes 

control of the whole system.[6] 

 

 

 

 

 

 

 

 

 

VIII WRITING THE BOOT LOADER 

Fig-5 Working of a bootloader 

IX WRITING THE BOOTLOADER 

The Master Boot Record (MBR) is defined in the boot 

loader’s main assembly file. This file also contains the 

statements which are required for all other required supporting 

modules.[9] 

boot.asm file 

This is the main assembly file for the boot loader which 

contains the definition of the master boot record and also all 

the include statements for all the relevant helper modules. 

The snippet of the code in the boot.asm file is shown below. 
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Boot loader works in 16-bit real mode. Due to this fact, it is 

required for the assembler to comprehend that it must generate 

instructions for 16-bit mode. This can be done using the bits 

16 command.  

X SWITCHING BETWEEN 16-BIT AND 

32-BIT 

The transition between 16-bit and 32-bit modes while 

developing a boot loader in assembly language refers to 

altering the processor's operating mode throughout the boot 

process. This process is mentioned as below: 

16-bit mode 

Real mode is a compatibility mode designed to support older 

software and operating systems. When the booting process 

starts, the processor is in 16-bit real mode. The processor can 

only access a maximum of 1 MB of memory directly in the 

real mode. 

The code written for the boot loader functions in a modular 

memory model in the real mode.  We have to work with 

limited computational power and memory addressing 

capabilities because registers and instructions are limited to 16 

bits in size. 

 

Switching to 32-bit mode 

 

32-bit mode is the protected mode which offers many 

advantages over the real mode such as more memory access, 

enhanced memory protection, and support for modern 

operating systems. When the boot loader completes the initial 

task it becomes ready to load the operating system. To switch 

to 32-bit protected mode, the boot loader performs the 

following steps: 

Disable interrupts: Before transitioning to protected mode, 

interrupts must be disabled to avoid any unexpected 

interruptions during the mode switch. Setting up a Global 

Descriptor Table (GDT): The boot loader must initialize the 

GDT with appropriate segment descriptors as the GDT is a 

data structure that defines memory segments and access rights 

in protected mode. 

Loading the address of the GDT: As the processor needs to 

know the location of the GDT, the address of the GDT is 

loaded into the GDTR (Global Descriptor Table Register) by 

the boot loader using the LGDT (Load Global Descriptor 

Table) instruction. 

Enable protected mode: Finally, using the MOV and OR 

instructions the boot loader switches the processor into 

protected mode by setting the appropriate bit in the control 

register CR0. 

Operating in 32-bit Mode 

 

When the boot loader is in 32-bit protected mode, it can take 

advantage of the extended capabilities of the processor. It can 

access larger amounts of memory, use 32-bit instructions and 

registers, and utilize protected mode features like paging and 

virtual memory. The boot loader can then proceed to load the 

operating system into memory and transfer control to the 

operating system's entry point by performing a call instruction. 

 

Global Descriptor Table (GDT) 

Memory segmentation operates somewhat differently once 16-

bit real mode is exited.  Segment descriptors, which are a 

component of the GDT, are used to describe memory 

segments in protected mode. 

Following is a breakdown of our GDT: 
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▪ An eight 0-byte null segment descriptor. This is 

necessary as a safety measure to notice mistakes 

where our code forgets to choose a memory segment, 

leading to the default selection of an erroneous 

segment. 

▪ The descriptor for the 4 GB code segment. 

▪ The descriptor for the 4 GB data section. 

A data structure i.e., segment descriptor includes the Base 

address, Segment limit, G (granularity), VL (available), DPL 

(descriptor privilege level), R (readable), W (writable), A 

(accessed). A GDT descriptor must be put up in addition to the 

GDT itself. The GDT location (memory address) and size are 

both contained in the descriptor.[9] 

Below is the code snippet of the file gdt.asm: 

 

The following actions must be taken in order to enter 32-bit 

protected mode so that our 32-bit kernel may take over: 

▪ Use the cli instruction to turn off interruptions. 

▪ Use the ‘lgdt’ instruction to load the GDT descriptor 

into the GDT register. 

▪ In the control register cr0, enable protected mode. 

▪ Using ‘jmp’, far jump into our section of code. This 

requires a long jump to clear the CPU pipeline and 

remove any remaining prefetched 16-bit instructions. 

▪ Set up our single 4 GB data segment as the 

destination for all segment registers (ds, ss, es, fs, and 

gs). 

▪ Set the 32-bit stack pointer (esp) and bottom pointer 

(ebp) to create a new stack. 

▪ Return to mbr.asm and call our 32-bit kernel entry 

procedure to give the kernel command. 

The code snippet for the file named switch-to-32bit.asm is 

displayed below. 

 

After changing the mode, we are prepared to give/pass on to 

our kernel full control. 

XI PUTTING EVERYTHING TOGETHER 

Some tooling is required in order to build our operating 

system image. To process our assembly files, we require 

NASM. To compile our C code, we require gcc. To create a 

bootable binary image, we need to merge our compiled kernel 

entry and object files. This can be achieved by using the ld 

linker. Furthermore, we will use the cat command to combine 

the kernel binary and master boot record into a single binary 

image that can be booted. 

We can connect all the above things using a different tool 

which is make and the contents in a file named makefile. It is 

crucial to keep in mind that in order to compile and link into 

free standing x86 machine code, you might need to cross 

compile ld and gcc. Let's now load our image into qemu, 

build, assemble, link, and admire the stunning X in the upper 

left corner of the screen. [9]                                                                                                                   

QEMU 

 

VGA Driver 

By directly altering a certain memory area known as the video 

memory, we may create screen output with VGA. 

XII WRITING THE SHELL 

High level capability for interacting with computer hardware 

is provided by operating systems. The user must be given 

access to this capability in some way, such as through a layer 

that surrounds the kernel and exposes basic instructions. 

Typically, this outer layer is referred to as a "shell". We will 
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create a command-line shell because the VGA driver we have 

is merely a very basic text-based driver. 

We will add basic functionalities in our shell: 

Backspace 

 

Typos should be able to be fixed by pressing backspace, which 

removes the final character from the screen and the buffer. By 

flipping the append function, the buffer modification can be 

implemented. We merely set the buffer's final non-zero byte to 

0. If we were successful in removing an element from the 

buffer, the procedure would return true; otherwise, it would 

return false. Be aware that you must use the #include 

<stdbool.h> command to import the bool type definition. [9] 

Below is the code snippet for backspace command. 

 

Parsing and Executing Commands 

We want to run the specified command each time the user 

presses the enter key. Usually, this entails first processing the 

command, sometimes dividing it into several subcommands, 

parsing arguments, or invoking other functions. [9] 

 

The code snippet for the execute_command is shown below: 

 

Finally, the keyboard callback is modified such that pressing 

the enter key will cause the cursor to jump to the next line, 

execute_command to be called, and the key buffer to be reset. 
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